
Carefully consider each question and select the response that best represents your organization's 

cybersecurity practices. Award 5 points for "No" and "Unsure", and O points for "Yes". 

Total your points after answering all 10 questions to determine your cyber risk exposure. 
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Does your healthcare business ... Yes Unsure No Score 

Have a designated employee or team responsible for 

cybersecurity? 

Regularly conduct cybersecurity trainings for all 

employees? 

Have documented cybersecurity policies and 

procedures in place? 

Does your healthcare business regularly back-up & 

store critical patient data? 

Use MFA (Multi-Factor Authenticators) to access 

sensitive systems and data? 

Regularly update or perform vulnerability 

assessments on medical devices? 

Have a budget or resources allocated for ongoing 

security initiatives? 

Allow for caregivers to use personal devices to access 

patient information? 

Ensure that employees only have access to the data 

necessary for their roles? 

Have a contingency plan for ensuring continuity of 

care in the event of an attack? 

Total Score 

0-20
Low Risk I

21-30
Moderate Risk 

31-40
High Risk
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